
1 

 

 
 

          
 
 

REFLECTIONS ON: 
DATA, BUSINESS & THE GDPR 

JUNE 2017 

 
 
 

Following talks on data protection and the GDPR by 
Advocates Vicky Milner and Davida Blackmore of 
Callington Chambers in 2017 this note summarises a 
few of the matters discussed in those presentations.  
It provides an overview, from the perspective of the 
Bailiwick of Jersey, in three sections: 

 Introduction: why we should care 

 Data protection law: its purpose and history 

 Changes to data protection law: the GDPR 
 
This note does not go into detail about the 
requirements of the GDPR.   

 
 

INTRODUCTION: WHY WE SHOULD CARE 
 

1. Data: “the new gold” 
 
Data is big business.  At the Brussels Open Data 
Strategy Conference in 2011 the Vice-President 
of the European Commission responsible for the 
Digital Agenda, said: 
 

“…Just as oil was likened to black gold, 
data takes on a new importance and value 
in the digital age.  Web entrepreneurs 
assemble and sell content and applications 
and advertising, based on data. With those 
efforts they make our lives more convenient 
and they keep authorities accountable.  
They live on data, and increasingly so do 
the rest of us.”
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 https://ec.europa.eu/digital-single-market/en/news/data-

new-gold 

The comparison has been developed in the Big 
Data

2
 context, as in this 2013 article: 
 
“ONE OF THE top challenges facing 
organizations today is a lack of business 
insights… Big Data represents a 
tremendous opportunity to drill down and 
tap into these critical insights. In fact, the 
powerful potential to mine and refine this 
vital, valuable resource points to a direct 
comparison to a similarly vital resource in 
the modern economy: crude oil. 
 
...unlike a fossil fuel, data isn’t necessarily 
spent once used; its value can continue 
growing as new pieces of information are 
added, provided that it is managed 
effectively…  
 
…with the right technology and skill, it can 
be refined into a powerful, renewable force, 
gaining strength and value as part of a 
growing stream of information…  
 
In order to maximize the value of this 
renewable resource, enterprises must find 
a way to capture and manage it at every 
phase of its lifecycle, from creation to 
archiving, to ensure that data is 
appropriately interpreted and converted into 
insight...”
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 Commonly defined as extremely large data sets that may 

be analysed to reveal patterns, trends and associations 
(especially relating to human behaviour and interactions).  
3
 https://www.wired.com/insights/2013/02/is-big-data-the-

new-black-gold/ 
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3. Recognising value 
 
Data is a resource which is of value: 

 Financially: client data is vitally important to 
every business; without relevant 
information about or provided by our clients 
there is no business;  

 Personally: information about one’s health 
and family has a real and  immediate value 
to the individual concerned (if rushed into 
hospital unexpectedly I would want doctors 
to be aware of any pre-existing medical 
conditions); 

 Politically, both nationally and 
internationally: information is power. 

 
Recognising the inherent value of data to 
business and, critically, to the individuals to whom 
it relates, is of particular importance when it 
comes to compliance with data protection 
obligations.  The compliance challenge has 
changed dramatically given not only legal 
changes but also the explosive growth in data.  
According to a 2015 article by Big Data specialist 
Bernard Marr at Forbes Magazine:  

 In 2015 40,000 Google searches were 
performed every second 

 In August 2015 over 1 billion people used 
Facebook in 1 day  

 By 2020 there will be over 50 billion smart 
connected devices (think Fitbit, Apple 
watches, glucose monitoring devices, the 
Amazon Echo Alexa

4
) in the world
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4. Who’s doing what with our data? 
 
Organisations constantly use our data to analyse 
and influence our behaviour (eg the work done by 
US retailer Target to promote its products to 
pregnant customers

6
 ).  Sometimes the 

implications of this are startling, including when 
one considers the extent and use of the 
information held on each US voter

7
 in the 2016 

US election.   
 
In this regard, processes are constantly evolving.  
The Chief Executive of Cambridge Analytica (the 
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 Dec 2016: US prosecutors in a murder case sought 

disclosure of data captured by an Amazon Echo “Alexa” 
machine 
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https://www.forbes.com/sites/bernardmarr/2015/09/30/big-
data-20-mind-boggling-facts-everyone-must-
read/#14e35f7217b1  
6
 http://www.forbes.com/sites/kashmirhill/2012/02/16/how-

target-figured-out-a-teen-girl-was-pregnant-before-her-
father-did/#2755708f34c6 
7
 “4,000–5,000 data points” held on each US adult, 

according to Cambridge Analytica, advisers on the Trump 
campaign: http://www.spectator.co.uk/2016/12/the-british-
data-crunchers-who-say-they-helped-donald-trump-to-win/  

data analytics company which supported the 
Republican campaign) has noted that: 
 

“Communication is fundamentally 
changing. Creative-led blanket advertising 
is being replaced by data-driven 
individualised advertising.” 

 
This anodyne statement is silent as to the 
darker side of organisations (commercial, 
political and state) amassing and using data on 
an unprecedented scale.  Data can be an 
extraordinarily potent and influential tool but we 
may not always appreciate the value of  
information that we are giving away or 
understand what organisations are doing with it.   
 

5. Are they protecting it? 
 
When a bank holds money for its customers, 
those customers expect the bank to take 
appropriate measures to keep the money safe 
from thieves.  Potentially, the more money the 
bank holds, the greater the security measures 
one would expect to see. In addition, if a bank lost 
my money, I would expect some form of 
compensation.  At present there may be limited 
recourse in relation to lost data – particularly if it is 
difficult to identify the party responsible for the 
loss.   
 
However some data-related businesses seem to 
have been slow to arm themselves against cyber-
attack.  In 2015 and 2016 there were a number of 
high profile security attacks including on Ashley 
Madison, Talk Talk, Vodafone, British Gas, Yahoo 
and Adult Friend Finder.  The impact of these 
hacks is that vast quantities of sensitive (in some 
cases highly sensitive) information have been 
leaked, published and traded to the highest 
bidder, while the businesses responsible have 
been sued for millions by angry former clients.  All 
previous attacks were surpassed by the global 
WannaCry attack in May 2017 which crippled 
businesses and organisations including: FedEx in 
the United States, Telefónica in Spain, MegaFon 
(a Russian telecoms giant) and the NHS.  (It has 
been suggested that hackers were able to breach 
IT defences because of failures to update 
systems by applying a security patch issued by 
Microsoft some months earlier.)  
 

http://www.spectator.co.uk/2016/12/the-british-data-crunchers-who-say-they-helped-donald-trump-to-win/
http://www.spectator.co.uk/2016/12/the-british-data-crunchers-who-say-they-helped-donald-trump-to-win/
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DATA PROTECTION LAW: 
ITS PURPOSE AND HISTORY 
 
6. Data protection and legal changes 
 
Data protection legislation exists in order to 
address the issues of misuse, leaks and 
exploitation of personal data, in order to protect 
individuals.  Significant legislative changes will 
take effect in 2018.  The EU General Data 
Protection Regulation (GDPR) is already in force 
but will come into effect on 25 May 2018.  In the 
meantime, organisations urgently need to 
scrutinise and assess the efficacy of their data 
governance systems.  Without well-planned and 
structured data governance systems, businesses 
have little way of knowing what data they hold, 
why they have it, what they are doing with it or 
who may be accessing it.  Where that is the case, 
businesses may well be in breach of data 
protection law.  
 
7. The history: human rights and privacy 

 
In recent years it has become run of the mill for 
parts of the UK press to denigrate the European 
Convention on Human Rights (the Convention), 
mocking it as some sort of wishy-washy liberals’ 
charter that threatens British democracy.  This 
kind of approach seems – at best – questionable 
considering the events which led to the creation of 
the Convention.   
 
The Convention was formed by European nations 
coming together, climbing out of the rubble of 
World War II, and agreeing on certain basic 
principles “for the Protection of Human Rights and 
Fundamental Freedoms”.  It was a response to 
the Holocaust and the growth of communism, at 
the time when the Stasi was beginning to operate 
in East Germany. (The Stasi has frequently been 
described as one of the most effective and 
repressive intelligence and secret police agencies 
to have ever existed.) 
 
The Convention provides a framework for modern 
democratic society and includes:  

- Prohibitions on torture and slavery 
- Provision for the right to a fair trial 
- Rights including the right to freedom of 

expression and the right to a private 
and family life 

 
Some of these rights and protections (such as the 
prohibition on torture) are absolute.  Others (such 
as the right to freedom of expression) are 
qualified, meaning that a state can interfere with 
these rights in certain circumstances. This may 
include where there is a need to balance the 

rights of individuals – an issue of conflicting 
freedoms. 

 
The concept of conflicting freedoms, in relation to 
clashes between the right to freedom of 
expression and the right to a private and family 
life, has been explored in cases such as Delfi AS 
v Estonia

8
, in which the European Court of 

Human Rights (“ECtHR”) noted that: 
 

“Defamatory and other types of clearly 
unlawful speech, including hate speech and 
speech inciting violence, can be 
disseminated like never before, worldwide, 
in a matter of seconds, and sometimes 
remain persistently available online.”  

 
The balance between the differing rights of 
individuals can be delicate and the competing 
arguments tortuous, particularly now that we are 
in a world enveloped by data in a way which may 
never have been envisaged at the time the 
Convention was created. 

 
8. From human rights to data protection 

 
The idea of a legally enforceable right to privacy 
flows from the international agreement, 
represented by the Convention, that there are 
certain “fundamental freedoms” which must be 
maintained in the interests of civilisation, 
humanity and democracy.  In this context, as 
automatic data processing has become the norm, 
it is recognised that certain constraints on data 
processing are necessary, in order to provide an 
appropriate level of protection for individuals.   

 
The original EU Data Protection Directive 
95/46/EC stated: 

 
“…data-processing systems are designed 
to serve man; … they must, whatever the 
nationality or residence of natural persons, 
respect their fundamental rights and 
freedoms, notably the right to privacy, and 
contribute to economic and social progress, 
trade expansion and the well-being of 
individuals” 

 
Again, the need for balance is identified, while the 
interests of commerce are acknowledged. 
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http://hudoc.echr.coe.int/eng#{"fulltext":["delfi"],"document
collectionid2":["GRANDCHAMBER","CHAMBER"],"itemid":
["001-155105"]} 

 

https://en.wikipedia.org/wiki/Intelligence_agency
https://en.wikipedia.org/wiki/Secret_police
http://hudoc.echr.coe.int/eng#{"fulltext":["delfi"],"documentcollectionid2":["GRANDCHAMBER","CHAMBER"],"itemid":["001-155105"]}
http://hudoc.echr.coe.int/eng#{"fulltext":["delfi"],"documentcollectionid2":["GRANDCHAMBER","CHAMBER"],"itemid":["001-155105"]}
http://hudoc.echr.coe.int/eng#{"fulltext":["delfi"],"documentcollectionid2":["GRANDCHAMBER","CHAMBER"],"itemid":["001-155105"]}
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9. What is personal data? 
 

As noted above, data protection law exists to 
protect the rights of individuals in relation to their 
personal data.  Personal data means information 
which is about a living individual, who can be 
identified from it and includes expressions of 
opinion about that individual.  It does not include 
purely corporate data – purely financial 
information or anonymised statistics for example. 
 
Sensitive personal data includes information 
about an individual’s:  

 Religious beliefs, eg being a Christian, 
a Muslim or an atheist 

 Political beliefs 

 Criminal records 

 Health, medical history and sex life 
 

Sensitive personal data needs to be treated with 
greater care than other personal data.  This is 
because such information is likely to be private 
and could give rise to discrimination or other 
abuse of the individual concerned if misused.   
 
10. Impacts on transfer of data to other countries  

 
When you use a cloud service – such as 
Dropbox, Hotmail, or Amazon, where is your data 
stored? If it’s stored in the USA then the US 
government may have a right to access it under 
the Patriot Act, brought in after 9/11.  

 
Previously an arrangement called the Safe 
Harbour Scheme was in place.  This allowed the 
transfer of data between the EU and the US. A 
case brought against Facebook led to the 
collapse of the Safe Harbour Scheme,

9
 which was 

subsequently replaced by the Privacy Shield, 
implemented in July 2016.  However all of this 
was before Donald Trump’s Enhancing Public 
Safety Executive Order of 25.01.17.  The relevant 
provision of the Executive Order reads:  
 

“Agencies shall, to the extent consistent with 
applicable law, ensure that their privacy 
policies exclude persons who are not United 
States citizens or lawful permanent residents 
from the protections of the Privacy Act 
regarding personally identifiable information.”  
 

To re-cap: this is an order expressly requiring 
agencies to exclude non “[US] citizens or lawful 
permanent residents” from the scope of their 
privacy policies, albeit “to the extent consistent 
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http://curia.europa.eu/jcms/upload/docs/application/pdf/20
15-10/cp150117en.pdf  

with applicable law”.  The impact of the Executive 
Order remains to be seen. 

 
11. Current responsibilities of data controllers 

 
Up to now responsibilities on data controllers 
have included the following: 

 

 Personal data must be processed 
lawfully 

 Data controllers cannot hold onto data 
forever (unless exemptions apply)  

 Data controllers have a statutory 
obligation to keep data safe and secure   

 
These obligations will continue to apply under the 
GDPR but there will also be other requirements: 
the regime is becoming more far-reaching and 
onerous.  It requires more thought to be put into 
the management of data at the outset (at the point 
of collection) and thereafter, on an ongoing basis. 

 
12. Data protection law in Jersey, CI 

 
Jersey has had its own data protection legislation 
since 1987.  Our present law is the Data 
Protection (Jersey) Law 2005, with associated 
subordinate legislation.  To date there have been 
few data protection cases pursued through the 
Jersey courts, perhaps largely because of limited 
enforcement provisions within the 2005 law.  
However data protection cases do arise, including 
in relation to data subject access requests

10
 and 

occasional Magistrate’s Court prosecutions
11

.  
 

Jersey is not part of the EU. Unlike EU Member 
States, to date (broadly speaking) we have not 
had to comply with European data protection 
legislation.  Despite this, opting to comply (by 
implementing legislation in-line with the EU’s 
“gold standard” data protection legislation) has 
reputational and economic benefits, in terms of 
facilitating transactions with EU entities. As a 
consequence of the laws which Jersey has put in 
place to date, Jersey’s data protection framework 
has met the adequacy test of the EU (the relevant 
threshold for data protection purposes).  
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 See Alwitry v States Employment Board [2016]JRC050  
11

 See the JFSC’s Public Statement dated 22 January 
2015. 

http://curia.europa.eu/jcms/upload/docs/application/pdf/2015-10/cp150117en.pdf
http://curia.europa.eu/jcms/upload/docs/application/pdf/2015-10/cp150117en.pdf
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CHANGES TO DATA PROTECTION LAW: 
THE GDPR 
 
13. How is legislation modernizing in order to 

cope with the technological global 
advancements? 

 
The GDPR has been implemented with the aims 
of modernizing and unifying European data 
protection law and providing better protection for 
EU citizens.

12
 More specifically, among other 

things it aims to: 

 Bring economic benefit and benefits for 
individuals 

 Harmonise the national data protection 
legislation of the 28 EU Member States 

 Allow the digital economy to develop 
across the single market 

 Put individuals in control of their own 
data  

 Reinforce legal and practical certainty for 
economic operators and public 
authorities 

 
14. GDPR: is it relevant to Jersey? 

 
Given that Jersey is self-governing and not part of 
the EU, why should we care about the GDPR? 
 
Under the GDPR the European data protection 
authorities will now have significantly greater 
enforcement powers, with the ability to levy fines 
of up to 4% of global annual turnover. 
 
This is of relevance to Jersey businesses for 
three reasons: 
 
(1) Jersey wants to maintain its data protection 

“adequacy” rating, for reputational and 
economic reasons, including in order to be 
able to continue to do business with the EU. 
 

(2) The GDPR will have extra-territorial effect.  In 
relation to entities outside the EU it will apply 
to them to the extent that: 

a. They offer goods or services to individuals 
within the EU; or 

b. They monitor the behaviour of individuals 
within the EU. 
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 http://ec.europa.eu/justice/data-
protection/reform/index_en.htmes/15.240.aspx  

(3) Aside from the question of the application of 
the GDPR to Jersey, Jersey’s government is 
reviewing and updating our local legislation to 
bring it into line with EU law.  As a 
consequence the core tenets of the GDPR 
are highly likely to be applicable here in any 
event. 

 
In addition, every JFSC regulated business in 
Jersey needs to ensure that it exercises good 
governance in relation to data management and 
security, following the issue of the “Dear Chief 
Executive” letter issued by the JFSC’s Director 
General, John Harris, on 22 Feb 2016. 

 
15. Opportunities 

 
New regulation creates opportunities.  In fact, as 
an offshore finance centre Jersey thrives by 
providing regulatory and related services, which 
form part of the Island’s core business activities

13
.  

 
The implementation of the GDPR will see new 
roles being created, such as the Data Protection 
Officer (DPO).  Not every organisation will have to 
have its own Data Protection Officer.  Public 
bodies will have to have a DPO, as will those 
organisations in which key activities involve: 

 “regular and systematic monitoring of 
data subjects on a large scale” or  

 large-scale processing of “special 
categories of personal data” (previously 
known as sensitive personal data such as 
racial or ethnic origin). 

 
Entities which are not compelled to have a DPO 
may nonetheless decide to do so (whether 
directly or through outsourcing) in order to 
enhance their data management capabilities – 
which may have reputational benefits. 

 
  

                                                        
13

 The 2015 MONEYVAL report described Jersey as a 
"well-established international financial centre, with a 
mature and sophisticated AML/CFT regime". 

http://ec.europa.eu/justice/data-protection/reform/index_en.htmes/15.240.aspx
http://ec.europa.eu/justice/data-protection/reform/index_en.htmes/15.240.aspx
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16. Are you prepared for the GDPR? 
 

Businesses can start preparing for the GDPR by 
taking these simple steps now (“TRIAGE”): 

 

 Take responsibility: discuss the GDPR at 
Board level and designate the director 
responsible: who is going to action this, now 
and on an ongoing basis? 

 

 Review your data management, data 
retention and information security policies 
and procedures  

 
 Inform staff and clients of your policies and 

procedures: show that you are addressing 
these issues in a proactive way and obtain 
buy-in from those you work with most closely 
 

 Audit: know why and how you gather, hold 
and process data (how do you deal with 
consent; how do you monitor, audit, purge; 
what are your terms of engagement/terms of 
business?) 

 

 Get ready for 2018, adopting a top down 
approach; considering designating a DPO 
even if technically you might not be required 
to do so: if your staff are ready and taking the 
correct approach you are going to be in the 
right place to deal with the issues on Day 1 
 

 Educate the organisation as a whole: make 
sure the issues are discussed, explored and 
understood, with a focus on the benefits and 
opportunities, not just the risks 
 
 

Additional information 
 

Jersey: https://thinkgdpr.org/ 
  

www.dataci.je 
 
UK: https://ico.org.uk/  
 
Callington Chambers: 
 
T: +44 (0) 1534 510250 
 
E: info@callingtonchambers.com  
 
W: www.callingtonchambers.com 
 
 
 
Advocate Vicky Milner 
 
01.06.17 
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